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O pt I m u S AZURE CLOUD SECURITY MONITORING

Protect your Azure cloud infrastructure and data assets with Optimus’ continuous security monitoring.
Our team of expert security analysts continuously monitor events across your Azure Cloud infrastructure and
code repositories for signs of risk and breach, rapidly working with the our DevOps team to ensure maximum
operational availability.

SECURITY ANALYTICS

Ingesting data from your Azure Cloud assets and code repositories, we have built
analytics capabilities to monitor for unusual authentication activities and risks,
unusual access behaviour and cloud based security attacks.

0 REAL-TIME NOTIFICATIONS

Our security analysts provide real-time notifications to our DevOps team in case of
serious incidents and breaches to enable rapid remediation and reduction of harm
o to your data and operational environment.

E WEEKLY OBSERVATIONS AND REPORTING

Most security events are low criticality but still represent potential ongoing risk.
Less critical security events are bundled into a weekly observations report which is
reviewed by our team for further actions and remediation of potential risks.

EXTERNAL DISCOVERY REPORTING

Azure Cloud Security Monitoring is bundled with External Discovery Reporting to
provide a detailed report of external exposure and risk across registered domains,
web services and exposed ports and services. This report allows your IT operational
team to reduce risk by deprecating legacy systems, dealing with unpatched
systems, discovering potential phishing attacks and more.

=Sax OPTIONAL EXTENDED MONITORING

For organizations that desire extended monitoring - 0365, corporate firewalls,

||| | endpoint security solutions, corporate assets - we can provide integrated visibility
;-)— and reporting across these and other assets. Contact us for details.
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